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Abstract

Given the frequency of alerts from today’s Intrusion Detection Systems, most system administrators have
experienced that dreaded thought “My system has been hacked!” followed by hours of poking around the suspect
file system and log files trying to confirm their suspicions. Let’s face it; our security fears in information technology
are reinforced on a daily basis by our own experience as well as reports in the media. Based on the 2003
Computer Crime and Security Survey published by the Computer Security institute, only 70% of the companies
surveyed indicated they experience unauthorized use of their computer systems over the past |2 months.
Moreover, the CERT Coordination Center at Carnegie Mellon shows that over 135,000 incidents were reported
in 2003. No one really knows how many went unreported. Given the real threats that exist today, a measured
approach to investigating suspicious hosts can help administrators maintain their sanity.

This white paper discusses technical incident response methods that can help you quickly evaluate the status of a
suspected host. While examples used in this paper focus on Windows hosts, much of the information outlined in
this paper will pertain to all operating systems.

Background

For years people have talked about incident response planning and the need for a detailed incident response plan
to guide you through difficult procedures in times of confusion. Many of today’s incident response guides fail to
address steps to assist administrators to adequately verify that an incident has occurred. Furthermore many plans
neglect to outline procedures for evaluating an incident in a2 manner that will properly maintain and preserve
evidence for possible future civil or criminal litigation.

You see it over and over again; an administrator suspects a machine has been hacked and they start seasrching
through the file system looking for anything out of the ordinary. Next they sift through local system logs.
Unfortunately, the system administrator can’t trust what they see because the system may have been hacked... but
they do it anyway. It’s the distrust in what they are looking at that causes the administrator to continue to delve
deeper into the suspected system trying to find anything that will be conclusive, but the trust issue is there
preventing conclusive findings.

Over the years savvy system administrators have developed two methods to help resolve trust issues:

I.  Create cryptographic hashes of important files on the file system. In this approach the administrator who
suspects a compromised host they can create new hash values and compare the new hash values to a set
of “known good” values. (see sidebar)

2. Use a set of known good applications, sometimes referred to as “trusted binaries” to investigate the
suspected host running from a CDROM, or remote disk.

Did you know? A Cryptographic hash is an algorithm used to produce fixed-length character sequences based on
input of arbitrary length. Any given input always produces the same output, called a hash. If any input bit changes,
the output hash will change significantly and in a random manner. Additionally there is no way the original input can
be derived from the hash. Two of the most commonly used hashing algorithms are MD5 and SHAI.

Unfortunately today’s hackers can easily affect a host at a much deeper level than merely replacing files to cover
their tracks and set up services. Hackers achieve this deeper infection by installing one of the widely available
“Kernel Mode Rootkits”. These rootkits are implemented as device drivers in Windows platforms and LKM’s
(Loadable Kernel Modules) in Linux.
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To better understand “Kernel Mode Rootkits” let’s take a look at the basic principles of the security kernel
architecture used in Windows NT/2000/XP platform design. Microsoft divides the operating system into two
modes;
User Mode - This is where all general applications operate. General applications and subsystems for
Win32, Winl6 and POSIX (Portable Operating System Interface) all run in this mode.

Kernel Mode — This mode is a trusted mode of operation for system services and device operations or
access. All requests by user mode applications are brokered through Windows NT Executive Services
within the kernel mode. This includes checking security ACL’s (Access Control List) and allowing access
to file I/O and attached devices.

Did you know? Early rootkits only replaced user mode applications such as “netstat”, “dir”, etc. By replacing “dir” a
hacker could control the “dir” application output (set to not display certain files), but “dir” would still need to
request all file /O from a protected source in the kernel mode. It was these early Rootkits that hashing and
trusted binary schemes were designed to overcome.

The current approach to “Kernel Mode Rootkits” is simple. If the goal is to hide a file or process, rather than
replace “dir” or “netstat”, why not replace the command user mode applications would call for information from
in the kernel? In the case of file I/O we need to replace the kernel mode I/O routine
“ZWQUERYDIRECTORYFILE” In this approach not only will “dir” be able to hide hacker’s files, but any other
application which makes a call to the kernel mode I/O routine “ZWQUERYDIRECTORYFILE” will receive
compromised information. Hackers accomplish this by writing a Windows device driver that through a process
called “Hooking” replaces trusted kernel mode I/O routine with their own. Of course the hacker’s routine only
provides information they want users to see.

The implication of these relatively new hacking techniques is that comparing hash values of files on the system is
useless because any hashes created on the system cannot be trusted. The newly created local hashes would use
local system I/O and the user mode files most likely didn’t change anyway. Using trusted binaries running locally
will not help for the same reasons.

Another important issue to consider is all that the investigation on the suspect system, even when using trusted
binaries from a CDROM, change almost every file’s last accessed time. If it turns out there has been an incident,
tracking hacker’s actions becomes more difficult as you lose valuable time stamp information and these changes can
raise authenticity issues in legal proceedings.

Resolving Trust in Incident Identification

One accepted way to detect a kernel mode rootkit is to reboot the suspected system in “Safe Mode”, then look
around for anything that’s been hiding. Another way is to connect to the suspect system file shares from a trusted
remote system (using the trusted remote system’s I/O and trusted binaries) then explore as before. In the first
case taking the server offline for mere suspicion is rarely an option. In both cases files last access times will be
changed and the question may still remain “are the trusted binaries truly trusted?”

How do you read files from a live systems disks with trusted 1/O and not change any last accessed times?

To answer this need Technology Pathways has introduced a new network enabled version of its computer
forensics product, ProDiscover® Incident Response which reads the live disks sector-by-sector then implements a
read-only file system on a trusted system for analysis of the suspect system. See sidebar for a discussion of possible
attacks. ProDiscover® IR’s core features provide the system administrator the ability to investigate suspected
systems in a least-intrusive manor, seeing all the files on the suspect system while preserving evidence for possible
criminal or civil litigation. ProDiscover IR has three ways to locate malware on a suspect system. First is by
searching based on hash signatures. Investigators may compare all files on the suspect system to known hash
signatures of malware. ProDiscover provides over 1200 hash signatures of known malware files. Investigators may
also use a hash signature search to check all system files against known good signatures and identify any file which
has been altered. The second method is a changed based method. Here the system administrator can create a
baseline of all the system files at initial setup and then use this baseline to compare to the system files at a later
time to identify any adds, deletes or changes. Third is a unique behavioral based method in which ProDiscover will
identify any files or processes which are being cloaked by a kernel mode rootkit. Among the other techniques the
investigator may use in ProDiscover IR include imaging and searching the suspect system’s RAM memory, searching
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the suspect systems registry, capturing volatile system state information, exploring all processes running on the
suspect system with their dependent dIl’s, recovering deleted files, or searching files and disks for keywords.
ProDiscover® IR is intended to be a key part of a comprehensive IR investigation including monitoring Intrusion
Detection Systems, logging and auditing.

Did you know? Some administrators will suppose that if a rootkit could hook (replace) File I/O request they could
simply hook the sector level read commands and foil the approach that applications such as ProDiscover® IR use.
While this is true on the most basic level, hooking kernel sector read commands would have a trickle-down effect
on all other kernel level file system operations and require a large amount of real-to-Trojaned sector mapping
and/or specific sector placement for the rootkit and supporting files. This undertaking would not be a trivial task
even for the most accomplished kernel mode rootkit author.

For quick and reliable investigations the administrator need only utilize a PDServer™ CDROM or floppy and run
“pdserver.exe” on the suspected system. This will load into memory only and will not alter the disk iage. Once
PDServer™ is running, the administrator connects to the suspect system from the ProDiscover® Incident
Response client and adds the suspected disk to a current project. By using ProDiscover in this way, the suspect
system can remain up, running, and on-line while the system administrator conducts the examination. The system
administrator will see all the files on the suspect system, even files cloaked by Trojans or rootkits, and can access
them without altering any valuable data or metadata.

If it turns out after investigation that the server had been compromised, full incident response procedures can be
implemented that may included creating a bit-stream image of the suspect hard disk. In this case ProDiscover® IR
will allow the administrator to create the image through any TCP/IP LAN or WAN in a secure channel encrypted
with the 256 bit AES or TwoFish encryption algorithm.

Conclusion

Incident response is a highly procedural process in which identifying an incident alone can be time consuming and
require taking critical resources out of service. This impacts overall productivity and if not done quickly, makes it
impossible to capture the data needed to catch the criminal. Also, the processes utilized in identifying an incident
and capturing “evidentiary quality” data can be critical to successful criminal or civil litigation. ProDiscover® IR
provides administrators with solutions to quickly identify incidents and properly manage the technical aspects to
the corporate Incident Response process.

Detailed Steps to Live Analysis Using ProDiscover® IR

At program launch ProDiscover® IR will present a dialog asking the user to create a new project or select an existing
project as seen in figure |.

Launch Dialog 5 ®5| %' ProDiscover Server =]
PRODISCQVER ~ ~ =~
Infarmation:
Connected Ta: HOME
Mew Project | Open Project | Recent Project Enciyption Tupe; Mo Encryption
Fraject Number . Froject File Name Fart Mumber: ER13 [Drefault)
[oo7 [suspect Server P&Remnove Driver: Loaded
Desrription Statusz: Idle.
Live analysis of suspect web serve
™ Dan't show this dialog in the futurs Open I Cancel Help
Figure | Figure 2

The user has the option to enter a project number, name, and project description in the new project tab option, then
click the Open button to create the project. (Note all items are optional with the exception of “Project File Name”.)

From the suspect host place a PDServer™ CDROM in the CDROM drive and execute pdserver.exe. Once running,
the PDServer™ program window will be displayed as seen in figure 2.
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Now that PDServer™ is running on the remote system, from within an active project on the ProDiscover® IR client
system use the "Network" menu to select "Connect to..." and the dialog box seen in figure 3 will appear.

Add Remote Disk x|

Enter the computer name or IP address to connect to

192.168.100.30 =]

Connect I Cancel |

Figure 3

If the user is connecting to a PDServer™ running in Stealth Mode with a password set the ProDiscover® client will
display a dialog box asking for the password prior to connection (see sidebar). Even if encryption mode is not set,
TwoFish encryption is used to create a secure channel for all communications setup to prevent password sniffing and
man-in-the middle attacks.

Did you know? “Stealth Mode” is helpful to HR and Policy Compliance Officers desiring to conduct ongoing
investigations. “Stealth Mode” prevents the user from knowing the system is being forensically examined. More
information on “Stealth Mode is available in ProDiscover® IR documentation.

Once the connection is established, users can create a secure channel if desired by selecting “Encryption...” from
the ProDiscover® clients Network menu. If a seed key is not provided, ProDiscover® will provide its own discrete
key. (see figure 4)

Eneryptian Type: [ TwaFish =]

Seed Key [Optional): IM}IKE}{

Figure 4
PDServer™ on the remote server will now show the encryption type as seen in figure 5. While encryption does cause
some overhead, there is rarely a noticeable difference in performance in most LAN environments.

Once a connection is established the user will choose “Add / Disk’ or right-click over ‘“Remote Drives” in the
tree-view and choose the desired remote disk in the dialog that appears. (see figure 6)

add isk Exi ; x|
File Tools Help
. List of Disks
Infarmation:
e A
Connected To: DISCOVERY — PhysicalDiive0
Encryption Type: TwoFish Encryption — PhysicalDriveT
Fart Humber: 6518 [Default) — %132 168,100, 304 PhysicalDrivel
PARemove Driver: Loaded
Status: Idle.
Pleasze enter unique name for physical disk
ISuspectD skl
Add Cancel
Figure 5 Figure 5
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With the remote disk added to the project the user can now browse the file system using the ProDiscover® clients
content-view item from the left hand program area. (see figure 7)

. ProDiscover IR - Suspect Server

File Metwork Action Wiew Tools IR Help

=l=( x|

New open Su
Ginbe: Fioow  Fiodk

—L= E;
Eo?%g;t C;Eure O%
0.

Tmage

Copy

Export Image Disk Search Stop

S R e R B eer [ Fiie Mame [ File Extension [ Size | Attiibutes | Dielsted
" A Oz hiclef73 ene S038bytes ---a--1 MO
TS 0= i i NO
::ﬁi ::aplun: %Add Image O s - T e
gnm-a.fe * Oz pm ee ;BB bytes ---a-1 MO
K HemoI:e Oz remd £ 23EWMébytes ---a--1 MO
-2 Conlent View O eg e SESESbyes a1 MO
&P Images O= regini eve E73dbytes ---a--1 MO
=3 Disks Oz shutdawn ene 5Ebytes ---a--1 O
(=52 Remote Diives Oz touch exe 47;Ebpes a1 MO
=1 WT2.160.100 08P hysicalDrivel
=E=1¥
-0 $Entend
B0 3eom
d »
-7 DlBackup l 0|
[j...g Eodu;menls and Settings Tridden Tablz] =
vedlel hxcdefs
w-C7 Inetpub romd . exe
B0 NsatD [Root Frocesses)
-0 Pies hdets
-0 Program Files ondtese
-0 RECYCLER [Hidden services]
B0 System Yolume Information Hoekenbe fenden
E-C0 Temp - E‘Higdeg P%queyg]”
ackerbeftender
S% \SIITI:JLFI LEGACY_HACKERDEFEMDERD? 2
eleted Files
=-C0 Cluster View [Hidden Regvalues]
~ & Images [startup Run]
= Disks )
. settings
o = R e sz, o
9 Object(s) (0 Folder(s), 9 File(s)) [ [oll | il

Figure 6

In the case shown in figure 7 the system administrator has found a directory “Hxdef’ containing a few suspect files.
When selecting the file “hxdef073.ini” the data view area shows the file contents to be alarming. None of these files
were visible on the remote system locally or using a trusted binary CD because a RootKit had been installed.

When using ProDiscover IR the administrator can quickly find files hidden from the remote system’s users using the
“Find Unseen Files” feature available from the IR menu. This process will compare what the file system’s low-level file
tables contain against what standard file /O system calls return. To utilize this feature the administrator first selects the
directory structure they want to scan along with the types of hidden files they desire to find. (see fig. 8) Individual
directories can be selected for comparison by right-clicking on the directory in content view.

Find Unseen Files

Mote: To add individual folders ar directaries right-click an the desired directay fram content
view and choose Add to "Find Unsesn Files™ izt

Awailable Disk[s)/Folders:

Selected Dizk(z]/Folders:

x|

EX

LLE

<

WW192.168.100.30%PhysicalDrivel

Select Files
V' ADS Files [V Hidden Files V' MetaFiles
V' Unclassified Files I Delsted Filss &

oK | Cancel | Lpply |

Lizt of hidden filez found: Filter by IND Fiker 'l
Select | File Name | Description

O Qf? "W192.168.100.304PhysicaDrive0NC: 4$B adClus: $B ad ADS File

H| @ 'W152. 168,100, 304PhysicalDrive0AC: S ecure: $5D5 ADS File

a '@ W92, 168,100, 304 PhysicalDrivelAC: Unclassified File

O @ 192 168100, 30%PhysicalDriveC: hidempdata, bt ADS File

D‘)@ 192168100, 30%PhysicalDrivelAC: \boot inthidempdata st ADS File

O

D@ 'WW152 168,100 30\PhysicalDrive\C: \hwdefhwdef7 Inclassified File

SWT92.168,100.304PhysicalDiiveC: hdefyemd exe Unclagzified File

Claze I

Selection |

Figure 7

Figure 9

Unclassified Files is where Rootkits normally appear, but administrators may be interested in finding all files marked
system hidden as well as ADS files. The “Find Unseen Files” process is often completed in under ten minuets as seen

in figure 9.
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The administrator can select any of the files found in “Find Unseen Files” as evidence of interest and may at this point
want to utilize the IR Menu option to “Find Suspect Files” to conduct a more comprehensive file system search. The
“Find Suspect Files” feature offers administrators a method to conduct a comprehensive file hash value comparison
against a suspect files list. Technology Pathways provides hash databases for over 1200 known bad or suspect files. As
when using the “Find Unseen Files” feature, the “Find Suspect Files” feature allows administrators to select an entire
disk to scan using the dialog box or individual directories with a right-click from the content-view (figure 10).

#. ProDiscover IR - Suspect Server -8 x|

File Hetwork Action Wiew Tools IR Help

1= ~ B
cuTn%gEn Clagure E B m B
¢

Py

ey PR pa mage  Exoot  Image D Ssarch  Slop
-3 Fioject - Suspect Server ~| [(select [ FileName | File Extensian | Size | Attiibutes [ Deleted
8 Repont s hrdef073 exe 50688 bytes ---a--1  ND
B By Add ) hidef73 ini Sbytes ---a--1 NO
0 Caplure & Add Image O niolag e 40D bytes a1 NO
f g IDTEE File I =5 pm ere 36864 bytes ---a--1 MO
% Flemave [mE= 1emd exe 236304 bytes ---a--1 NO
5 Content View O req ene BEGGE bytss -~ 8-t N
&P Images B regini e E73dbytes —--a-1 MO
= Disks O shutdown ene 24576 bytss ---a -1 N
2153 Remote Drives (m=> touch e IEyles ---a--1 NO
[ \W192168.100. 30 PhysicalDirivel)
SE=T]
1 $Estend
7 3com
DlBackup d I I j
Documents and Settings I
'Create Basel
3 Fics | Add to "Find Unseen
] ProgamFiles |
1 RECYCLER
3 Systemn Volume Information
-3 Delsted Files
B0 Cluster View
&P Images
3 Disks
52 Remote Diives |
9 Object(s) (0 Folder(s), 9 File(s)) - /20 |
Figure 10

Once the directory or disk is selected the administrator selects any hash database (in Hashkeeper format) to scan and
compare against as seen in figure 11.

Find Suspect files x|

Choose Comparizon Hash File:

IE: “ProDiscoverHash SetshKnownB adwindowsk D5, Browse |

Select disk(z) to be checked:

Mote: To add individual folders or directaries nght-click on the desired director from content
wiew and chooze Add to 'Find Suspect Files" list

Available Disk(s)/Folders: Selected Dizk[z]/Folders:
WW192.168.100.30PhysicalDrivel

Figure 11

Once the administrator chooses “OK” ProDiscover IR will conduct hashes of all files in the selected directory path
using it’s read-only, disk-level up file system and then compare the results file-for-file to the selected hash database. The
resulting positive matches are then highlighted (blue by default), automatically selected as evidence of interest and
added to the project report as seen in figure 12.
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& ProDiscover IR - Suspect Server _lg |l|

File Metwork Action Wiew Tools IR Help

= ©H |[-= I i
Prrqg]vgct 88%& P?oa]\fa?:t CUFQECt CI?nEaE‘ée Ert ?n?gge %?g’,}’ Search g?tl
=3 Project - Suspect Server Al Select | File M ame | File Extenzion | Size I Attiributes I Deleted
-8 Repat L] hdef073 e BOE2S bptes ---a--rk WO
BB Add O hdefD72 % ini Whbytes ---a--r MO
L Eapture.& #ddImage O @ ntolog EHE 40960 bytes  ---a--r1 MO
§ |[Ij1?:kge S @ pr EHE JEBE4 bytes  ---a--rk MO
O @ remd EHe 236304 byptes ---a--1 MO
- X Femove
B0 Content View O @ reg EHe BEBER bytes  ---a--r1 MO
: O @ regini EHe E7344 bytes ---a--r1 MO
O @ shutdawn EHe ME7Ebytes  ---a--r MO
=52 Remoate Drives ] @ touch ene 47376 bytes ---a--r1 mO
=23 WW192.168.100.30Physicalliivel
[SE= N
(-0 $Extend
-0 3eom
-5 DiBackup H 1|
-1 Documents and Settings
®-C1 Inetpub
[#-C1 NSACD
-1 Pies
- Program Files
-] RECYCLER
-0 System Volume Infarmation
-3 Temp oo
- WINNT
-3 Deleted Files
E1-C0 Cluster View
&P Images
= Disks
E!% Remate Drives j
9 Objeck(s) (0 Folder(s), 9 File(s)) T
Figure 12

Tip: Administrators who wish to incorporate ProDiscover IR into a compressive system integrity verification strategy
can use the “IR” Menu options for “Create baseline” and “Compare baseline”. Unlike tripwire these features will
create a file system baseline hash database from the bottom up (disk bit level) in its read-only file system. From this
point on, administrators can conduct an integrity check using the original baseline.

If necessary, the administrator can also image the physical memory of the suspect system (see figure |13) and search this
for signs of memory resident only malware (see figure 14).

rCaptureImage EJLU‘RI.B]C‘DI.@ Search E|LU|R|B|C|D|E

Content Search  Cluster Search | Registy Search I

Select Drive: | WW10.0.0.14Physical Mernary ;J
[ Recover resulting clusters

Destination: lC:\ProDiscover\Sample Imag >3 Split [~ Search in Unalocated only

[ Search in Selected Clusters only

Image Farmat: | PraDizcover Farmat [recommended) __v_] [ Select all matches

Total sectors to capture :  |523232 e & ASCI " Hex
I Case Senstive | Maltch whale ward
PraDizcover Image - 1 Search for the pattern(s) : Load from file...

Techrician M arne: }Ehlis hidef
password=

Image Mumber: ]1213D4D1E

Description : Select the Disk(s) / Imagels) you want to search in :

Suzpect Server Physical Memory Capture 4410.0.0.1%PhysicalDrivel

400,01 WPhypsicalDrive0NC:
C:AProDizcovertS ample Images\SuspectS erverPhytd emony.eve

- Compression—

" Yes

Pasgword...
&+ Ma

2 e ‘ ’T‘ Cancel

Figure 13 Figure 14
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Additionally the administrator may search the suspect system registry for evidence of malware (see figure 15).

pearch x|
Content Search I Cluster Search  Redisty Search |
I Search in Selected Keys only Look in
™ Select all matches ™ Keps
 AsCll " Hex IV Walues
" Case Senstive ¥ Data
I Match whole word

Search far the pattern(s): Load from file...

H+DEF =]
Password=

o o

Select the Registries you want ta search in
WW192.168.100.126\PhysicalD riveDNC:SwWINNT

ok I Cancel Apply

Figure 15

At this point the administrator knows they have been hacked and can fully implement a incident response plan which
most likely includes creating a bit-stream image of the remote system. With ProDiscover® the administrator can create
the image with a single click on the “Capture Image” icon from the button bar. (see figure 16)

Capture Image x|
Select Diive: |\\1 92 168.100.30%Physicalliivel j
Destination: IF: Yw'ebServer mage. eve »r |

Technician Mame: ISaW_I,I Adrniniztrator

Image Mumber: |U1249384

Description :
el Server With Roothit

Total sectors to capture |1 2BR5E79 HF& |

— Compreszzion
 es Pazsword | (1]4 I Cancel |
* No
Figure 16

ProDiscover® IR provides a variety of other features which fully support accepted computer forensics methodologies
as well as the complete incident response process.
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